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Fig. 1. We compare our method (DPAgg-TI, top) to a baseline applying DP-
SGD to Textual Inversion (bottom), using the prompt “an icon of the Eiffel
Tower in the style of the Paris 2024 Olympic Pictograms.” While the baseline
learns a single embedding over the dataset, our method privately aggregates
per-image embeddings. At privacy budget ¢ = 1, DPAgg-TI preserves visual
fidelity much better than the baseline, and closely matches the non-private
output (left), demonstrating a superior privacy-utility tradeoff.

Abstract—Personalizing large-scale diffusion models poses se-
rious privacy risks, especially when adapting to small, sensitive
datasets. A common approach is to fine-tune the model using
differentially private stochastic gradient descent (DP-SGD), but
this suffers from severe utility degradation due to the high noise
needed for privacy, particularly in the small data regime. We
propose an alternative that leverages Textual Inversion (TI),
which learns an embedding vector for an image or set of images,
to enable adaptation under differential privacy (DP) constraints.
Our approach, Differentially Private Aggregation via Textual
Inversion (DPAgg-TI), adds calibrated noise to the aggregation of
per-image embeddings to ensure formal DP guarantees while pre-
serving high output fidelity. We show that DPAgg-T1 outperforms
DP-SGD finetuning in both utility and robustness under the same
privacy budget, achieving results closely matching the non-private
baseline on style adaptation tasks using private artwork from a
single artist and Paris 2024 Olympic pictograms. In contrast,
DP-SGD fails to generate meaningful outputs in this setting.

I. INTRODUCTION

The rapid adoption of diffusion models [1]-[3] has raised
significant privacy and legal concerns. These models are vul-
nerable to privacy attacks, such as membership inference [4],
where attackers determine if a specific data point was used for
training, and data extraction [5], which enables reconstruction
of training data. This risk is amplified during fine-tuning on
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smaller, domain-specific datasets, where each record has a
greater impact. Additionally, reliance on large datasets scraped
without consent raises copyright concerns [6], as diffusion
models can reproduce original artworks without credit or
compensation. These issues highlight the urgent need for
privacy-preserving technologies and clearer ethical and legal
guidelines for generative models.

Differential privacy (DP) [7] is a widely adopted framework
for addressing these challenges. One standard approach for en-
suring DP in deep learning is Differentially Private Stochastic
Gradient Descent (DP-SGD) [8], which modifies traditional
SGD by adding noise to clipped gradients. However, applying
DP-SGD to train diffusion models poses several challenges.
It introduces significant computational and memory overhead
due to per-sample gradient clipping [9], which is essential
for bounding gradient sensitivity [8], [10]. DP-SGD is also
incompatible with batch-wise operations like batch normal-
ization, as these link samples and hinder sensitivity analysis.
Furthermore, training large models with DP-SGD often leads
to substantial performance degradation, particularly under re-
alistic privacy budgets since the required noise scales with the
gradient norm. Consequently, existing diffusion models trained
with DP-SGD are limited to small-scale images [11], [12].

Independent of privacy concerns, Textual Inversion (TT) [13]
effectively adapts diffusion models to specific styles or content
without modifying the model. Instead, TI learns an external
embedding vector that captures the style or content of a target
image set, which is then incorporated into text prompts to
guide the model’s outputs. A key advantage of TI is its ability
to compress a style into a compact vector, reducing com-
putational and memory demands while simplifying privacy
mechanisms, as privacy constraints can be applied directly
to embeddings rather than the full model. Additionally, since
TI avoids direct model optimization, it remains efficient and
compatible with DP constraints on smaller datasets.

In this work, we propose a novel privacy-preserving adap-
tation method for smaller datasets, leveraging TI to avoid the
extensive model updates required by DP-SGD. Standard TI
does not offer formal privacy guarantees, so we introduce a
private variant, Differentially Private Aggregation via Textual
Inversion (DPAgg-TI), summarized in Figure 2. Our method
decouples interactions among samples by learning a separate
embedding for each target image, which are then aggregated
into a noisy centroid. This approach ensures efficient and
secure adaptation to private datasets.
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Fig. 2. Overview of DPAgg-TI. We first apply Textual Inversion to extract embeddings for each image in the private dataset. These embeddings are then
aggregated with differentially private mechansim, incorporating subsampling to produce a private embedding w;,. Finally, images are generated using the

corresponding token S*.

Our experiments demonstrate the effectiveness of DPAgg-
TI, showing that TI remains robust in preserving stylistic fi-
delity even under privacy constraints (Figure 1). Applying our
method to a private artwork collection by @eveismyname
and Paris 2024 Olympics pictograms [14], we show that
DPAgg-TI captures nuanced stylistic elements while ensuring
privacy. We observe a trade-off between privacy (controlled by
DP parameter ") and image quality: lower " reduces fidelity but
maintains the target style under moderate noise. Subsampling
further amplifies privacy by reducing sensitivity to individual
data points, mitigating noise impact on image quality. This
framework enables privacy-preserving adaptation of diffusion
models to new styles and domains while protecting sensitive
data.

Our contributions can be summarized as follows:

We propose DPAgg-TI that ensures privacy by learning
separate embeddings for individual images and aggregat-
ing them into a noisy centroid.

Our approach enables style adaptation without extensive
model updates, reducing computational overhead while
preserving privacy.

We analyze the trade-off between privacy and image
quality, showing that moderate noise maintains stylistic
fidelity while protecting sensitive data.

We validate our method on diverse datasets, demonstrat-
ing its effectiveness in capturing stylistic elements under
privacy constraints.

II. BACKGROUND AND RELATED WORK
A. Diffusion Models

Diffusion models [1]-[3], [15] leverage an iterative denois-
ing process to generate high-quality images that align with
a given conditioning input from random noise. In text-to-
image generation, this conditioning input is based on a textual
description (a prompt) that guides the model in shaping the
image to reflect the content and style specified by the text. To

convert the text prompt into a suitable conditioning format,
it is first broken down into discrete tokens, each representing
a word or sub-word unit. These tokens are then converted
into a sequence of embedding vectors V; that encapsulate the
meaning of each token within the model’s semantic space.
Next, these embeddings pass through a transformer text en-
coder, such as CLIP [16], outputting a single text-conditioning
vector Y that serves as the conditioning input. This vector y
is then incorporated at each denoising step, guiding the model
to align the output image with the specific details outlined in
the prompt.

The image generation process, also known as the reverse
diffusion process, comprises of T discrete timesteps and starts
with pure Gaussian noise Xt. At each decreasing timestep t,
the denoising model, which often utilizes a U-Net structure
with cross-attention layers, takes a noisy image X; and text
conditioning y as inputs and predicts the noise component

(Xt;y; 1), where  denotes the denoising model’s parameters.
The predicted noise is then used to make a reverse diffusion
step from X¢ to X¢ 1, iteratively refining the noisy image closer
to a coherent output Xg conditioned on Y.

The objective function for a text-conditioned diffusion
model, given both the noisy image X; and the text conditioning
Yy, is typically a mean squared error between the true noise
and the predicted noise  (X¢;Y;t). The denoising model is
therefore trained over the optimization problem
Xey; Ok (D

= argmin Ex N (0;1);t [T][k

B. Textual Inversion

Textual Inversion (TI) [13] is an adaptation technique that
enables personalization using a small dataset of typically 3-
5 images. This approach essentially learns a new token that
encapsulates the semantic meaning of the training images,
allowing the model to associate specific visual features with a
custom token.



To achieve this, TI trains a new token embedding, denoted
as U, representing a placeholder token, denoted as S. During
training, images are conditioned on phrases such as “A photo
of S” or “A painting in the style of S”. However, unlike
the fixed embeddings of typical tokens Vi, U is a learnable
parameter. Let y, denote the text conditioning vector resulting
from a prompt containing the token S. Through gradient
descent, TT minimizes the diffusion model loss with respect
to U, instead of the diffusion model parameters , which we
keep fixed. By doing so, we iteratively refine this embedding
to capture the unique characteristics of the training images.
The resulting optimal embedding u is formalized as
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Hence, u represents an optimized placeholder token S ,
which can employed in prompts such as “A photo of S
floating in space” or “A drawing of a capybara in the style
of S ”, enabling the generation of personalized images that
reflect the learned visual characteristics.

u =argminEyx; N mlk

C. Differential Privacy

In this work, we adopt differential privacy (DP) [7], [10]
as our privacy framework. Over the past decade, DP has
become the gold standard for privacy protection in both
research and industry. It measures the stability of a randomized
algorithm with respect to changes in an input instance, thereby
quantifying the extent to which an adversary can infer the
existence of a specific input based on the algorithm’s output.

Definition 1 ((Approximate) Differential Privacy). For ";

0, a randomized mechanism M : X" ¥ Y satisfies (*; )-
DP if for all neighboring datasets D; D" 2 X™ which differ
in a single record (i.e., kD D%, 1 where k k, is the
Hamming distance) and all measurable S in the range of M,

we have that
P(M(D)2S) eP(M([D"2S)+ :
When =0, we say M satisfies "'-pure DP or ("'-DP).

To achieve DP, the Gaussian mechanism is commonly
applied [17], [18], adding Gaussian noise scaled by the ;-

sensitivity  and privacy parameters (*'; ). We add zero-mean
isotropic Gaussian noise with standard deviation
P
2In(1:25= )

= 3)

In practice, we calibrate  using numerical privacy accountants
(e.g., the analytic Gaussian mechanism and RDP) [18], [19].
This mechanism enables a smooth privacy—utility trade-off
and is widely used in privacy-preserving machine learning,
including DP-SGD [8], which adds Gaussian noise to model
updates to achieve DP.

1) Privacy Amplification by Subsampling: Subsampling is
a standard technique in DP, where a full dataset of size n is
first subsampled to m records without replacement (typically
with m n) before the privatization mechanism (e.g. the
Gaussian mechanism) is applied. Specifically, if a mechanism

provides (*'; )-DP on a dataset of size m, it achieves (""’; °)-

DP on the subsampled dataset, where ° = % and

“l=1log 1+ % e 1) =0 —": (4)

m
n
This result is well-known [20, Theorem 29], with tighter
amplification bounds available for Gaussian mechanisms [19].

D. Private Adaptation of Diffusion Models

Recent advancements in applying DP to diffusion models
have aimed to balance privacy preservation with the high util-
ity of generative outputs. Early work on differentially private
generative models, such as Chen et al.’s [21] investigation of
DP-GANSs with model inversion defenses, established founda-
tional principles for protecting generative models from privacy
breaches during training. Dockhorn et al. [11] proposed a
Differentially Private Diffusion Model (DPDM) that enables
privacy-preserving generation of realistic samples, setting a
foundational approach for adapting diffusion processes using
DP-SGD. Another common strategy involves training a model
on a large public dataset, followed by differentially private
fine-tuning on a private dataset [12]. While effective in certain
contexts, this approach raises privacy concerns, particularly
around risks of information leakage during the fine-tuning
phase [22].

In response to these limitations, various adaptation tech-
niques have emerged. Although not specific to diffusion mod-
els, some methods focus on training models on synthetic
data followed by DP-constrained fine-tuning, as in Yu et
al. [23], which demonstrates the feasibility of applying DP in
later adaptation stages. Other approaches explore differentially
private learning of feature representations [24], aiming to
distill private information into a generalized embedding space
while maintaining DP guarantees. Although these adaptations
are not yet implemented for diffusion models, they lay essen-
tial groundwork for developing secure and efficient privacy-
preserving generative models.

III. DIFFERENTIALLY PRIVATE ADAPTATION VIA
TEXTUAL INVERSION

characteristics we wish to privately adapt our image generation
towards. Instead of training a single token embedding on the
entire dataset as in regular TI, we train a separate embedding

as illustrated in Figure 2. We can formalize the encoding
process as

u® = arg mui” E n@n:ilk (Xgi);yU; DK (5)






