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Abstract
Vision-languagemodels (VLMs) are increasingly deployed as trusted
authorities—fact-checking images on social media, comparing prod-
ucts, and moderating content. Users implicitly trust that these sys-
tems perceive the same visual content as they do. We show that
adversarial examples break this assumption, enabling AI authority
laundering: an attacker subtly perturbs an image so that the VLM
produces confident and authoritative responses about the wrong
input. Unlike jailbreaks or prompt injections, our attacks do not
compromise model alignment; the attack operates entirely at the
perceptual level. We demonstrate that standard attacks against pub-
licly available CLIP models transfer reliably to production VLMs—
including GPT-5.4, Claude Opus 4.6, Gemini 3, and Grok 4.2. Across
four attack surfaces, we show that authority laundering can amplify
misinformation, disparage individuals, evade content moderation,
and manipulate product recommendations. Our attacks have high
success rates: In hundreds of attacks targeting identity manipu-
lation and NSFW evasion, we measure success rates of 22–100%
across six models. No novel attack algorithm is required: basic
techniques known for over a decade suffice, establishing a lower
bound on attacker capability that should concern defenders. Our
results demonstrate that visual adversarial robustness is now a
practical—and still largely unsolved—safety problem.
Warning: This paper contains images and model outputs that may
be offensive or disturbing.

1 Introduction
Adversarial examples have captivated the machine learning secu-
rity community for more than a decade. Since the seminal discov-
eries that neural networks are vulnerable to imperceptible pertur-
bations [9, 53], thousands of papers have explored how to craft,
transfer, and defend against these attacks in computer vision set-
tings [1, 2]. Yet, despite intense research interest, adversarial ex-
amples have mostly remained a theoretical curiosity: a fascinating
failure mode with limited practical consequence. The canonical
demonstrations involve making a classifier mistake a panda for a
gibbon, or a cat for guacamole. Critics have reasonably asked: so
what? [10, 39, 55].

We argue that the deployment of vision-language models (VLMs)
as trusted authorities in online information ecosystems gives new
credence to these attacks. VLMs integrated on social platforms (e.g.,
Grok on X [60]), search engines and shopping agents [24, 41] no
longer serve as mere classifiers, producing labels humans can easily
inspect and question; they produce authoritative natural-language
judgments for users. When a user invokes Grok to fact-check an
image on X, or asks ChatGPT to compare products, they implicitly
assume that the model perceives the same visual content they do.

Adversarial examples violate this assumption. A subtly
perturbed image appears benign to a human observer, yet causes the
VLM to reason about an entirely different semantic reality chosen

by the attacker. The model’s confident, well-reasoned response then
delivers the attacker’s narrative as if it were the system’s honest
assessment. We call this AI authority laundering: the attacker’s
chosen falsehood is laundered through the AI’s trusted-authority
status and presented to the user as objective analysis.

We demonstrate authority laundering in four broad attack set-
tings: (1) amplify misinformation and dangerous advice; (2) dispar-
age individuals; (3) evade content filters; and (4) manipulate product
recommendations. Figure 1 illustrates possible attacks: a slightly
perturbed image of a news event can fuel conspiracy theories when
the AI authority asserts the event is fake (top, left); dangerous
medical advice can be confidently endorsed, such as approving a
teratogenic drug as safe to take during pregnancy (top, middle);
public-figure protection filters can be bypassed to generate harmful
or derogatory content (top, right); the reputation of a public figure
can be damaged by linking them to criminal behavior (bottom, left);
shopping assistants can be manipulated to advocate for attacker-
chosen products (bottom, middle); and content moderation policies
can be exploited for generating and spreading inappropriate content
on social media platforms (bottom, right). In all cases, our attacks
weaponize the trustworthiness and truthfulness that AI assistants
aim to promote to their users.

Critically, authority laundering is not a misalignment attack.
The model responds helpfully, harmlessly, and honestly to what
it (incorrectly) perceives. This distinguishes our threat model from
jailbreaks [45, 69] and prompt injections [6, 59], which subvert
the model’s policy or instructions. It also makes alignment-based
defenses (safety fine-tuning, refusal training) irrelevant against our
attacks. The relevant—and largely unsolved—problem is adversarial
robustness of visual representations.

Mounting these attacks is alarmingly easy. Using only vanilla
PGD [34] against an ensemble of publicly available CLIP models (a
technique proposed in 2016 [33]), we craft perturbations that trans-
fer reliably to production systems whose architectures and weights
are entirely unknown to us: GPT 5.4 [43], Gemini 3.1 Pro [17],
Claude Opus 4.6 [4], and Grok 4.2 [61]. In controlled evaluations,
our attacks achieve success rates up to 100% for some scenarios.

We deliberately do not use a novel attack algorithm, as our goal
is to establish a lower bound on the attacker’s capabilities. If the
simplest known attack already works, the true threat is strictly
worse. Our results show that visual adversarial robustness is now a
practical safety concern and that as long as it remains unsolved,
VLM outputs should not be presented as authoritative.

Our findings add to growing concerns about the reliability of AI
systems as arbiters of online information, which are already prone
to biases [3, 30, 35] and hallucinations that generate plausible but
false information [27]. We reveal a complementary vulnerability:
even when models function exactly as intended, adversaries can ma-
nipulate what they perceive to produce misleading outputs at scale.
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Figure 1: Examples of AI authority laundering attacks against production VLMs, spanning four attack families: narrative
manipulation, identity manipulation, commercial fraud, and evasion of safety filters. In each case, an adversarial perturbation
of the input image causes the model to respond honestly and within policy to a different semantic content than what the user
or platform sees, laundering the attacker’s chosen narrative or request through the model’s authority. Sensitive imagery has
been censored to ensure appropriate academic presentation.

More broadly, our paper illustrates how threats long dismissed as
impractical can gain critical relevance as technology is deployed in
new and unforeseen contexts.

Our contributions are three-fold:
(1) Threat model.We formally define AI authority laundering

(§3), a threat in which adversarial perturbations redirect a
VLM’s perception to an attacker-chosen semantic target, caus-
ing it to deliver a false narrative through its authority channel.
We identify three attack surfaces: epistemic manipulation,
identity laundering, and commercial fraud, and characterize
prompt-controlled vs. prompt-uncontrolled settings.

(2) Systematic evaluation. We present an extensive evaluation
of authority laundering against 6 production VLMs using
7 case studies, demonstrating practical attack vectors with
far-reaching consequences.

(3) The low attack bar. We show that vanilla PGD on open-
source surrogates already suffices for consistent and targeted
manipulation of frontier VLMs across all attack surfaces, estab-
lishing that visual robustness should be treated as a first-class
security concern and that VLM outputs should be perceived
with radical skepticism.

2 Related Work
Adversarial examples in vision. Adversarial examples [22, 53],

are slightly perturbed inputs that are perceived incorrectly by a
machine learning model. A key property is transferability: pertur-
bations crafted against one model often fool others, even across
architectures [33, 44]. Proof-of-concept attacks exist for safety- or
security-critical scenarios such as autonomous driving [21, 37],
face recognition [51], or perceptual hashing [46]. However, in prac-
tice, simpler strategies (e.g., physical stickers, out-of-distribution
inputs) often achieve the same ends without requiring impercepti-
bility [10, 39, 55]. Our work identifies a deployment context—VLMs
as trusted authorities—in which imperceptibility itself is the prop-
erty that enables harm: the user has no signal that the model is
responding to a different image than the one they see.

Jailbreaks, prompt injections, and behavioral manipulation. Text-
based jailbreaks [58, 69] bypass alignment training to produce un-
safe outputs; prompt injections [59] break the instruction–data
boundary to hijack models. Multimodal variants of these attacks
inject instructions through images or directly optimize image per-
turbations to elicit policy-violating behavior [6, 8, 11, 47, 52, 65].
All of these attacks share a common mechanism: inducing mis-
aligned behavior. Authority laundering is structurally different—the
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